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Telefónica UK Limited,

 Correspondence Department,

 PO BOX 694,

 Winchester,

 SO23 5AP.

DPO@O2.com

 Dear Sir or Madam
Information rights concern – Payforit API


I am concerned that you are not handling my personal information properly.

My concerns relate to the operation of the Payforit payment mechanism on your network. I have recently been the victim WAP Billing fraud through the Payforit mechanism which you operate. The system has a serious vulnerability which means that clickjacking and iFraming exploits embedded in a malicious webpage can result in consumers becoming unknowingly subscribed to Payforit subscription services. This vulnerability only applies when the consumer is accessing the internet via mobile data and results directly from the fact that O2 supply the consumer’s phone number to the API.

In case you are unfamiliar with this, here is a link to the Payforit rules. If you refer to page 10 you will see that the processing includes a step where “At the same time, the mobile number of the consumer is transferred to the API by the consumer’s mobile network. “. This cannot happen if I access the same website using a WiFi connection.

In my own case I became subscribed to ..

[Give details of your own case. Include the name of the company, the name of the service, the amount you lost, and any problems you had obtaining a refund.]

I would like to know the basis on which this specific processing (the passing of my phone number to a third party via the Payforit API) is being carried out. I have never given explicit consent for this, so assume that it is being processed on a “legitimate interests” basis. I understand that this processing reduces the “friction” in purchasing certain phone paid services and that O2 may seek to claim this is a “legitimate interest”. However it is not necessary, as it is quite possible for me to purchase those same services via a WiFi connection without O2 compromising my phone number in this way. 
If mine was an isolated case I would be less concerned. However it would appear that this mechanism is subject to widespread abuse and is being used as a method of defrauding consumers. To see the extent of the problem take a look at these links:
https://uk.trustpilot.com/review/lasevia.com
https://uk.trustpilot.com/review/www.ferdamia.com
https://uk.trustpilot.com/review/sb7mobile.com
https://uk.trustpilot.com/review/nuyoo.co
https://uk.trustpilot.com/review/fitguru.tv
https://community.o2.co.uk/t5/Pay-Monthly/Nexgen-Ltd/m-p/1197558
https://community.o2.co.uk/t5/forums/searchpage/tab/message?q=payforitsucks&sort_by=-topicPostDate&collapse_discussion=true
I’m sure that the regulator, the Phone-paid Services Authority will have logged many similar cases.

I think you’ll agree that the scale of the problem is quite shocking and that something needs to be done.
It might also be worth mentioning to you that EE had a problem with WAP billing fraud (including, but not limited to Payforit) prior to February 2018, when they introduced a requirement for additional verification of the consumer’s consent to charge. This has virtually eliminated Payforit fraud on the EE network. A request on the O2 forum for a similar measure has so far fallen on deaf ears. https://community.o2.co.uk/t5/Discussions-and-Feedback/Premium-rate-services-petition-to-O2/td-p/1188385/highlight/false
It is largely as a result of your failure to protect customers from harm that I am making this complaint. Under the Payforit rules, customers are supposed to be able to “escalate” Payforit disputes to you in the event that they are unable to get a satisfactory resolution for the “service provider”. This method of redress is being routinely denied by your Customer Services staff.
[image: image1.png]The scheme s operated by parties (called Payment Intermediaries) that contract to your network to provide the relevant information to you so that you can make your own decision about the
purchase. Payforit is not a legal entity and is not a party to any transaction for products or services.

When you make the decision to purchase and indicate your decision by pressing a button or an appropriately worded icon, you agree a contract with the party seling the product or service (‘the
seller”) that you will pay the price detailed by charging the purchase to your monthly account or prepaid account provided by your network. Your contract is with the party selling the product or
service ("the seller’) not with your MNO. Your MNO has agreed with the seller simply to charge the amount directly to your bill or prepay account. Once this charge has been authorised by you,
the seller must provide the product or service detailed and you must pay your network (for monthly accounts) the amount charged. You are therefore wholly responsible for checking that you
are happy with the price. the product or service and the seller before making a purchase commitment

When choosing to pay by your mobile account or prepaid credit, you have either provided your mobile number to the payment intermediary or you have agreed for your network to pass your
number directly. I you did not opt out of marketing (by un-ticking the relevant box). the seller may use your mobile number in accordance with its privacy policy, terms and conditions.

You have 14 days from the date of the purchase to change your mind, cancel the purchase and receive a refund. You will need to contact the merchant on the contact number given in the.
receipt that you will receive after the purchase is made. The merchant may have asked you to agree to an immediate delivery of the Service or content and in doing so, you will have waived your
right to cancel. If your purchase is a subscription service with a recurring charge. then you have the right to cancel the service and all future charges by following the instructions given in the text
message sent to you after your purchase. Other rights that you may have (statutory or othenwise) including rights related to faulty or incorrectly described goods are between you and the

‘merchant and any enquiries or disputes must be addressed directly with them using the phone number provided in the receipt message. Your network has added value in terms of access.
search, the Payforit scheme and the charging mechanism and you can escalate any dispute between you and the seller to your network for them to take a decision as long as you have
discussed the dispute with the seller and can provide evidence of that discussion to your network.

The operation of this payment facility is regulated under the PhonepayPlus Code of Practice and is bound by the Consumer Contracts (information, Cancellation and Additional Charges)
Regulations.




Payforit is a method of charge to mobile. The words of reassurance on your website ring rather hollow. 
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Yes. We only work with sellers we trust. And we check services to
make sure they meet industry standards

‘We only share your mobile number with our partners to we can
process your payment. And they only share it with approved selers if
they get your permission. Or if they need to send things you've
bought straight to your phone. We won't share any other details with
our partners.

If something goes wrong, we'll be there. We'll always make sure you
get your money back if you're a victim of fraud.





It appears, at least, that O2 are deliberately and unnecessarily exposing consumers phone numbers through the Payforit API and abrogating responsibility for the harm caused.

Rogue code embedded in a web page can result in a consumers phone number being passed to a third party, via the Payforit API without them even being aware that this has happened. I believe that the disclosure of consumers phone numbers to third parties by the Payforit API does not fall under the legitimate interest basis for lawful processing. This disclosure is causing considerable consumer harm and is unnecessary. Indeed, I can see no valid reason for not allowing consumers to opt out of this disclosure. The effect would not be noticed by the vast majority of consumers but Payforit fraud could be virtually eliminated. 
Please ensure that your response is specific to the Payforit API. I’m not making a general enquiry about disclosure to third parties or seeking to dispute your right to disclose my phone number for other legitimate reasons. 
The ICO says the following about the legitimate interests basis: (my comments in italics)
  It is likely to be most appropriate where you use people’s data in ways they would reasonably expect and which have a minimal privacy impact, or where there is a compelling justification for the processing.
I do not believe that consumers would expect their phone number to be passed to a third party when they click a link on a website. Even when the Payforit mechanism is used legitimately it is not made clear that this is what will happen. Indeed there have been instances where your customer services staff don’t even realise that this is happening! 
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There is a clear privacy impact which results in consumers receiving unexpected charges which are almost impossible to get refunded.
  If you choose to rely on legitimate interests, you are taking on extra responsibility for considering and protecting people’s rights and interests. 
I would like to see evidence that you have properly balanced the interests of consumers against your business interests in your consideration of this particular mechanism. Note that I am talking solely about disclosure of phone numbers via the Payforit API and not any other mechanism.

  There are three elements to the legitimate interests basis. It helps to think of this as a three-part test. You need to: 

· identify a legitimate interest;

· show that the processing is necessary to achieve it; and

· balance it against the individual’s interests, rights and freedoms.
I would like to see evidence that this three part test has been applied to the disclosure of phone numbers via the Payforit API.
  The legitimate interests can be your own interests or the interests of third parties. They can include commercial interests, individual interests or broader societal benefits. 
  The processing must be necessary. If you can reasonably achieve the same result in another less intrusive way, legitimate interests will not apply. 
I do not believe that this processing is necessary. The Payforit API provides for an alternative processing stream to be used when the consumer’s phone number is not provided by the network. Ceasing to compromise consumers phone numbers in this way would not prevent consumers from subscribing to legitimate services, but would dramatically reduce Payforit fraud. 
  You must balance your commercial interests against those of the individual’s. If they would not reasonably expect the processing, or if it would cause unjustified harm, their interests are likely to override your legitimate interests. 
Consumers DO NOT expect their phone numbers to be compromised in this way. There IS evidence of considerable consumer harm resulting from this processing. The consumer harm is exacerbated by your company’s refusal to assist victims of Payforit fraud, leaving them to try to obtain refunds from companies often based in jurisdictions where legal action for small claims is almost impossible. I’d like some reassurance that in balancing individual interests against those of the company the widespread incidence of Payforit fraud was considered.
  Keep a record of your legitimate interests assessment (LIA) to help you demonstrate compliance if required. 
I would like to see a copy of your legitimate interests assessment of the disclosures involved in the operation of the Payforit API.
  You must include details of your legitimate interests in your privacy
I can find no specific mention of this processing in your privacy policy.  It is disingenuous to lump this in with other disclosures to third parties, as the circumstances of the disclosure, and the harm resulting from it are entirely different. 
In addition asking you to consider this complaint and answer the points contained within it, I am objecting to you making my phone number available through the Payforit API and asking that you cease doing so. 
I understand that before reporting my concern to the Information Commissioner’s Office (ICO) I should give you the chance to deal with it.

If, when I receive your response, I would still like to report my concern to the ICO, I will give them a copy of it to consider.

You can find guidance on your obligations under information rights legislation on the ICO’s website (www.ico.org.uk) as well as information on their regulatory powers and the action they can take.

Please send a full response within one calendar month. If you cannot respond within that timescale, please tell me when you will be able to respond.

If there is anything you would like to discuss, please contact me on the following number [Your Phone No.].
I’d appreciate confirmation that this email has been received, together with the name of the current Data Protection Officer.
Yours sincerely

Paul XXXXXXX
paul@payforitsucks.co.uk
